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Quick Start
UP AND RUNNING IN 2 MINUTES

1. Placelnstallation Disk In Floppy Drive & Type: HDSETUP
2. Double Click The AC3.MDB Icon When It Appears On Your Desktop

s EEEEE T aE1E

3. Welcome Menu Will Appear
Click The PC-P2 Icon
Click The Report Manager Icon
Exit The Welcome Screen

The system should now be On-Line
andif eachdeviceyouhavedefinedin
your security level iscommunicating
properly, theword SUPERVISED (lo-
cated on the ACTION WINDOW
status bar) will change from red to light blue after one minute. To check the status
of each device by module code, hit Esc and select Routine 5. Each deviceyou have
defined is displayed. Any device not communicating displaysin red.

PROGRAM A CARD
1. Double click the Access Central icon and select Cardholder Database

2. Enter aname, a card number, and assign it to a security level
3. Click the PROGRAM THIS CARD button
That's |t

To observe card transactions, return to the PC Central ACTION WINDOW ( Esc)
and present a card to one of the readers.

Toobserveaarminputs, youmust first gototheMEMORY Routine ("M" Hot key)
and define alarm text in order to activate and observe alarms.
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About the Access Central Software Package

Access Central is comprised of three programs. When you click your AC3.MDB
Desktop Icon, you will be able to load all three at once.

1. AC3MDB
Thisisthe Microsoft Access Program that you will useto program and maintain
the access control system. It resides in your TC85DIR subdirectory and loads
when yiou click the AC3.MDB shortcut icon on your Windows Desktop.

Note: The setup program placesthe AC3.MDB icon on your Windows Desktop
(c:\windows\desktop). If your Desktopisactually asecond party Desktop and not
the actual Windows Desktop, you must move the icon to the Desktop you are
using.

2.LOG.MDB
Thisisthe MS Access program called Report Manager, and it must be running
at al times (on your Windows Task Bar) to capture incoming access control
transations that you want to view. Y ou will also be able to run activity reports.

3.PC-P2

Thisisthe background program that controlsall the acccess control system field
devices, and makesthe actual decisionsto grant or deny access. It runsin RAM
memory so that it can respond instantly to all field events. Becasueit residesin
RAM memory, it isfast and can unlcok a door 70 milliseconds after the card is
presented, if the card isvalid for entry. It can also respondsto alarm eventswith
the same speed. When you run this program from the Access Central Welcome
Screen, it will load on your Windows Task Bar. Y ou must keep this program
running at all times, and you must be certain that you have only one PC-P2 icon
onyour Task Bar. It should be noted that PC-P2 also maintainsalog of all events
independednt of Report Manager. So if Report Manager isnot running, you will
still always be able to view and print out activity reports.

Itispossibleto program cards directly into PC-P2. In fact doing so isavery fast
method of intializing a system. You can program all cards, or ranges of card
numbers instantly into preliminary security levels so that the access control
system can go on-lineimmediatly without having to enter all the cardholder data
into Access Central first. Then you can take the time to populate your Accees
Central database with the names and personal information of each of your
cardholder while their cards continue to opeate the system. When your Access
Central Database is fully populated, you may then replace your preliminary
programming with your finished database.

While most programming functionsmay be done using the Microsoft MS Access
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Database (Access Central), there are a few system parameters that must be
entered into PC-P2.

1. Alarm Text Descriptions. Alarm points will not report unless text is
assigned to them.

Holidays. Must be entered if Security Levels use the Holdiay parameter
Anti-Pass-Back Maodes, Nesting, Tenant Space Allocation for parking
Space Counters

Optional software for Card Use Debiting, and V.1.P. tracking

akown

If you desire, you may run your Access Central System entirely from
PC-P2, and not use the MS Access program. You can run it out of
Windows 95/98, or you can run it in al00% DOS environment. For
complete instructions on how to do this, please refer to the PC-P2
Operating Instructions later in this book.

Access Central For Windows 95/98
Microsoft Access version 97 or higher must be pre-installed on your computer.
Installing Access Central With Existing Systems
If you have an existing Toye system installed in the TC85DIR sub-directory, you
can import al of your exisitng data into the latest version of Access Central.
There are three options for importing data from older systems.:
1. Use the built-in Macro (F11 key) called (ImportP2 Programming) This will
immediately populate your cardholder database with new records based on cards
aready programmed into the system. The Access Central cardholder database will
contain each person and the levels to which they have been assigned. All level
defintions and system paramters will also beimported, and the new system will be
ready to run.
2. Y oumay populateyour Access Central databasefromthedBaselll filebuiltinto
PC-P2. Usethe Macro: (Convertdbf)
3. You may populate your new Access Central database from an earlier version of
Access Central using the Macro: (Convertmdb)

Getting Started

Three basic steps are necessary to initialize the system .
1. Define at least one entry point

2. Define at least one security level in

3. Program at least one cardholder.

That'sit. If thefield busis connected to your PC's serial port properly, the access
control system will go on-line.

L oading Access Central
With “PC” Central running, simply double click the AC3 icon, and a Welcome
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screen will appear. Load PC-P2 and Report Mnager, and close the Wel come screen.

Your program may or may not load with the Access Central Toolbar displayed. To
display the correct Toolbar, Select View/Toolbars from the pull down menu. Scroll
down to Access Central and place a check in the box. Be sure there are no other
Toolbars that are checked.

Tool Bar Buttons
Tool Bar buttons are provided for quick access to the most frequently used
functions.

Real Time Events

When you click this button, a Dynamic Display of incoming card and alarm
events will be displayed as they occur. You click on an incoming cardholder's
name to jump to that cardholder's database record. If you can also filter al
records to show just the transactions of one cardholder by highlighting the
name, right mouse click, and select filter by selection. You can also change the
display order to anything you want, and remove the filter with another right
mouse click.

Menu

Displays the Main Switchboard Menu

Cards

Displays the Cardholder Database

Binoculars

When you click in any field (except cardholder memory number), you can
search for any other record.

Manual

Displays the entire contents of the Software Instruction Manual. You can use
keyword search to locate the topics you want to find.

Unlock

Instantly unlocks any door

L ocate

Use this button to locate any cardholder record based on: memory number,
name, vehicle, license plate number, make or color of car.

Release Info

Shows the paramters of your system.

CARDHOLDER DATABASE

Note: The cardholder record form contains subforms for entering vehicles and
security levels. These subforms reflect only the information about that particular
record. So if you use the search utility in either subform, you will be seeking
information pertaining only to that record. If you want to find acardhol der'srecord
based on a license plate number, you must use the L ocate Tool Bar button.
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To program a card into , you must minimally enter a name, a valid card memory
number (which may differ from the number shown on the outside of the card), and
security level assignments. Once entered, you can program the card by clicking on
the PROGRAM THIS CARD hutton. Only those levels displayed will be pro-
grammed. If you have previously programmed the card into other levels by using
Direct To Memory Programming, they will be erased, and only those levels re-
flected here will be applicable to this card.

You can change the TAB order of your form so that the cursor jumps only to the
fields you wish to populate with data. To do this, select FORM DESIGN from the
View Menu, and then select Tab Order.

Open Report Or Search For Another Record

You can view the cardholder datain a columnar format. You can change the order
of the displayed records, and you can filter records to be displayed by highlighting
any value. If you want to display all cardholders currently programmed into level
5, just highligh the 5, and do afilter by selection (right click). Microsoft Access
provides many tools for searching, filtering, and displaying data. Most of these
capabilities can be explored without reading any manuals.

Nine Digit Social Security Number Systems Only

There is a special version of our Access Central Interface for nine digit systems.
To enroll cardholders, you must begin by entering a nine digit number. The first
record is a sample record, but you may type over the sample information to enroll
your first cardholder. At the bottom of the record there is afield called: Internal
Memory Location. You will notice that this number increases consecutively asyou
add new records. Each system is specifically configured for a certain number of
cardholders, and you can see what that capacity is by clicking on the ABOUT
button. You must not attempt to enter records that exceed this capacity.

At any time, you may reuse a memory location previously occupied by a voided
card. To void a cardholder, simply type the word VOID, and click the PRO-
GRAM THIS CARD button. Now you may enter anew cardholder into this Inter-
nal Memory Location. Be sureto removetheword VOID, and be sure to reassign
new levels to the new cardholder.

Note to Johnson Controls Metasys Users

The Internal Memory L ocation Number located at the bottom of each record isthe
decimal number that will be reported to Metasys. When you program this number
into the PM1 software, it will become available for Metasys-wide reports, Process
Groups, and HVAC Interlocks.

READER AND MODULE DEFINITIONS
In order to view transaction records and perform module programming, you must
define each hardware device in the system . Use the assigned two digit module
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code, and the text description you want.

DEFINE LEVELS

Cardholder Security Levels

To simplify the selection of appropriate levels for cardholder programming, Ac-
cess Levelsyou definein may be fully described in Access Central. The descrip-
tionsyou make are displayed on each cardholder record form inthe Level Library.
When you assign a level to a cardholder, this description will automatically be
displayed. For alevel to be valid, it must have at least one reader, one day of the
week, and one stasrt and stop time.

Reader Module Level Definitions

While Security Levelsdefinethe statusof cardholders, Command Levelsdefinethe
status of Command Modules. Each Command Module Level can be defined to
perform one of the following commands:

e Timed Unlock
e Timed Alarm Shunt
e Timed Keypad activation

For entry points equipped with only a Keypad, a Command Level must be defined
in order to activateit for use. If aKeypad Level isnot currently active, the Keypad
will not permit access. This insures against off-hour tampering.

Keypad Operation

Keypad Only

For entry points with a Keypad and no card reader, it is necessary to both create a
Command L evel to activatethe Keypad as described above, and aSecurity Level To
authorize Keypad use just as you would for cardholders. Y ou must then program
the active Keypad numbers into this Security Level. When an individual enters a
valid Keypad number into the Keypad, entry will be granted.

A Keypad transaction beginswith the star key (*), followed by the Keypad number,
and ending with the pound key (#).

Keypad Or Card

If the Command Module firmware is set up to accept either the use of a Card or
Keypad Code, the instructions above for Keypad only apply.

Card Plus Keypad

When the Command Modulefirmwareisset up for Card PlusK eypad you must first
enter avalid Keypad number whenaK eypad Command Level isactive. If aKeypad
Command Level is not active, access will be granted based only on a valid card.

A detailed explanation of the Keypad option is contained in the Component
Installation Instruction Manual.
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CAUTION

Never disable a command level that is currently active by removing its module
location code, unlessthat moduleisdefined in another level. Doing so will prevent
the module from receiving a command to secure. In other words, if a door is
unlocked, it will not re-lock until commanded to do so. Removing alocation code
from an active level will terminate communication to that module unlessit is also
defined in another level.

Todisablealevel thatiscurrently active(relay(s) pulledin), first replacethe current
day with any another day of the week. Wait two minutes to insure that the secure
command has been transmitted to the module. After two minutes, modules codes
may be removed.

To define or change a command, you must select a Command Level number, and
then choose either “U” for UNLOCK, “A” for Alarm, or “K” for KEYPAD
ENABLE. When choosing UNLOCK, the defined command will both UNLOCK,
and shunt the ALARM during the programmed period.

If ALARM ischosen, only thealarmwill shunt during the programmed time period.

Any command can be changed from one type of command to the other by simply
hitting “A”, “U”, or “K”.

A command definition can include up to 127 entry points, one or more days of the
week, and a specified time interval.

For increased security, the computer checks every programmed module once per
minute to insure that its output relay is in compliance with the programmed
parameters. When programmed commands are initiated, they will be transmitted
to their respective modules on the minute.

Transaction Activated Levels (Elevator)
Selective programming of individual cardholder accessto authorized floors can be
accomplished with the 16 relay Output Module. The Output module may be used
for either continuous time programmable output commands, or for momentary
activation in response to authorized cards.

For elevator control applications, when a card is inserted into the car’ s reader, all
the relays applicable to that cardholder’ s authorization LEVEL will activate for a
period of time pre-selected at the Output Module. When that time period expires,
the Module will assume the relay matrix that was set before the Transaction
activated event.
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Thetimesel ected should givethecardhol der timeto sel ect afloor button. A separate
timer adjustment screw is provided for each bank of 8 relays. If the button pressed
matches an active relay, then the elevator control logic should provide the
cardholder access to that floor. This system provides relay outputs only, and
interfacing to actual elevator control circuitry should be coordinated with the
manufacturer of the elevator equipment.

An output relay should be dedicated for each controlled floor per reader. For
example: Oneelevator car with areader serving 10 floorsrequires 10relays. If two
elevator carsaccessthe same 10 floors, then 20 relays should be dedicated. 1f more
than one elevator car has accessto the samerelay, apossible contention could exist
when there are simultaneous card insertionsin both cars. If thisis not considered
to beaproblem, then up to 16 readers can be programmed to addressthe samerel ay.

You may combine Transaction activated Levels And Time Programmed Levels
when certain floors are required to have free public access, and other floorsrequire
card activation.

Up to 63 Output Modules may be used providing 1008 relays each with a unique
code. A relay output codeisafour digit number consisting of thetwo digit Module
codeplusthespecifictwodigit relay number indicated along theterminal strip. Any
M odul e code may be selected from 00 to 3F except for the code 20 which cannot be
used.

Transaction Activated Levels are used to define the various access categories of
floor authorization in which cardholders will be programmed. There are 100
possible Transaction Activated Levels. The levels dedicated to elevator control
must be numbered between 801-900.

Programming these levelsis similar to Access LEVEL Definitions used for entry
control.

A Transaction Activated Levelsis defined as follows:

» One Reader/Command Module L ocation Code (One el evator car except as hoted)
e One or more days of the week

e A time parameter

e Oneto 78 Output Relay codes (Floors).

e A start and stop date if required

As stated earlier, each car should have exclusive outputs, however there is no
problem applying many different levelsto the same Outputs. For example, asingle
output for a given floor may be included in a master level for top executives, and
aso included in a level intended for more restrictive cardholder use. Any
cardholder may be assigned to one or more levels, or al the levels.
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After at least one Elevator LEVEL is defined, individual cards may then be
programmed using FUNCTION 3.1.

Transaction Activated Levels Triggered by Alarm Inputs

As discussed earlier under Alarm Text, Transaction Activated Levels may be
triggered by unused card numbers sent from incoming alarms. This feature is
useful when specificalarminputs must pul sespecificrelaysfor alarm panel s, zoned
alarmdiaersor CCTV controllers. Setting up Transaction Activated Levelswhich
are triggered by card numbers defined in alarm text is performed exactly as
described abovefor elevator levels. Remember to choose memory numbersthat are
not assigned to cards, otherwisethe use of those cardswill trigger theoutput defined
in the alarm text.

/O Module Levels

I/0O Modules include 16 Relay Output Modules, 16 Input Alarm Modules, and
Multi-Point I/o Modules. These levels can be defined to determine the status of
the modules by time and day. When relays should be pulled in, or alarms shunted.
Output LEVEL Definitionsapply tothe 16 relay Output Modules. Theselevelsare
handled exactly like the Remote Command Definitions used for Command
Modules, except that afour digit number is used to define these levels instead of
two. If both 16 Relay Output M odul es, and Programmable 16 | nput Alarm M odules
are used on the same system, care should be taken not to duplicate module codes
(See hardware installation instructions).

Output Levelsdefined for Relay Modulessimply activate and deactivatetherelays
when programmed to do so. Output Levelsdefined for the Programmable 16 Input
Alarm Modules deactivate or shunt the alarm inputs when programmed to do so.
There are up to 100 available LEVELS numbered from 1-100.

An Output LEVEL consists of the following:

» One or more output address (Up to 78)

» One or more days of the week

e A time parameter

e A start and stop date if required

When each of these three parameters are entered, the command will be transmitted
at the next one minute update. Every output in the system which is defined in at
least one LEVEL, isautomatically updated once per minute ontheminutetoinsure
maintenance of the programmed statusin the event of aremote power interruption.
Only locations programmed into properly defined levels (active or inactive) will
receive the update, so alocation should not be removed from an active level (relay
pulled in or alarm shunted) unless it is also programmed into an inactive level,
otherwise it will not receive a command to change states.
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Routine 5. ALARM MODULE LEVELS. Programmable Shunting

Alarm Module Levels apply to the 16 Zone Alarm Input Modules with codes
ranging from 00-3F for atotal of 1008 shuntable alarms. Module code 20 is not
usable.

These levels ssimply deactivate (shunt) alarm inputs when programmed to do so.
Alarm Module Levels are handled exactly like Output Module Levels. If both 16
Relay Output Modules, and Programmable 16 Input Alarm Modules are used on
the same system, care should be taken not to duplicate modul e codes (See hardware
installation instructions).

An Alarm Module Level consists of the following:

» One or more input addresses (Up to 78)
» One or more days of the week

e A time parameter

» A start and stop date if required

When each of these three parameters are entered, the command will be transmitted
at the next oneminute update. Every input inthe systemwhichisdefinedinat least
one LEVEL, is automatically updated once per minute on the minute to insure
maintenance of the programmed statusin the event of aremote power interruption.
Only locations programmed into properly defined levels (active or inactive) will
receive the update, so alocation should not beremoved from an activelevel (alarm
shunted) unlessit is also programmed into an inactive level, otherwise it will not
receive a command to change states.

If an Alarm Level expires when its input is open (in aarm), that alarm will be
annunciated, and will display as an open alarm.

MAKE 1.D. BADGE

Because Microsoft Access supports linked or embedded photos, the ability to in-
clude photographs in the database or to create a first quality photo I.D. card is
virtually afree bonus of the system. You may use any low cost consumer digital
camera such as the Casio QV-10A.

You may place a photo onto the cardholder form using any of three methods. You
can create alink (BMP or PCX files only) to an existing photo, you may copy a
photo image from your application into the Windows clipboard and paste it, or
you may drag and drop a photo from your photo imaging application. To make
the choice, simply right mouse click the photo area of the form.
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Which ever method you use, the original size of the photo is not important since
Access will re-size it to fit the 1.D. badge form provided the proportions of the
photo showing just head and shoulders is maintained for each image. If the pho-
tos you take are not confined to a portrait showing only head and shoulders, you
can rotate and crop the image in your application, then copy and paste it into your
cardholder database.

There are two ways to make a badge; print directly on the surface of aplasticI.D.
card using a Fargo printer, or create afully laminated 1.D. card using the follow-
ing process:

To make the badge, you will need the following equipment and supplies

Table top roll laminating machine and carriers
High resolution Inkjet printer (Epson 720 DPI)
Specia Image Transfer Paper

Scissors

Eal S

The compl ete process requires the following operations:

1. Load the Special Image Transfer Paper into the printer.

2. Print the desired employee record from the Access Print I.D. form.

3. Using your scissors, trim out the image to a width that will fit through your
laminator.

4. Position the clear overlay over the image so that it framesthe I.D. badge the
way you want it.

5. Place the image and overlay into the laminating carrier pinching it together
securely so it won't shift.

6. Tear the clear overlay away from the paper.

7. Placetheclear overlay (now with 1.D. image) onto the badge blank and run it
back through the laminator.

This process permits a center core of any thickness, and back overlays with
pressure sensitive adhesive for attachment to access cards. In addition, the
badge blanks may be ordered with badge clip slot pre-punched.

Mass Program CardsAt Once

Use this utility to program every cardholder into your database at once. This
utility would be useful for initializing a database where no cardholders had been
programmed when the record was populated. You might also use this utility to
make sure that the Access Central database matches what'sin in case you have
combined Direct To Memory Programming and MS Access Programing. To do
this, first use P2's direct To Memory Programming to void al cardsin all levels.
Save it, then select Update System form Access Central. This process can take
several minutes depending upon the speed of your computer and the number of
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cardholders to program. It can take as much as a second or so per record.

REPORT MANAGER

Transaction activity amy be viewed and printed using Report Manager. When
this program is running, it captures and stores system activity. It can only report
activity that occurs while it isrunning. If Report Manager is not running, thereis
still alog record containing activity that is accessible from the PC-P2 background
program.

TIME MANAGEMENT REPORT

This utility creates a report based on "IN" and "OUT" time calculations. You
must designate which entry points are entrances, and which are exits for the
purposes of this calculation. Select "Define Entry Points' to make these designa-
tions. The default report contains a column for Revenue Time which is the actual
time rounded up to the next 30 minutes. For Time & Attendance applications, you
can ignore this column, or delete it Report Design.

You can run the report by individual, or by groups. If you want the report to be
grouped by department number, or by tenant group, simply place unique descrip-
tors on each cardholder's text, such as Dept 123. When you run the report, simply
enter this unique string.

Access Central Database Properties

All tables, queries, forms, reports, macros, and modules are contained in asingle
database. You may name or rename this database as desired, but you must not
rename any of the data contained in it. All definitions and properties are available
for user modifications utilizing the full capabilities of Microsoft Access, however
Toye Corporation isonly able to provide support for those featuresit hasincluded
in the mdb file.

You may explore the database structure at any time by hitting the F11 key. Fol-
lowing is an overview of this structure:

Tables

Tables are the basic raw building blocks of a database. The tables you find here
are used in combination with other tables to create meaningful information. One
of the tables (tclog.dta) has an arrow indicating that it is linked to an outside
table. It assumes that the tclog.dta table is in a subdirectory named: c:\tc85dir. If
this file is located elsewhere, the import definition must be modified in Linked
Table Manager.

Queries
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Queries combine information from one or more tables or other queries to create
relational data. For example, when you display transactions, theinformation comes
from two different tables; tclog.dta, and entry points.

Forms
Forms are created to display the information from tables, or from queries.

Reports
Reports format data when they require formatting or calculations, such as the
Time Management Report.

Macros

Macros perform sequentia tasks. For example, the macro name "autoexec" ini-
tializes the program so that the Access Central Main Switchboard Menu appears
when you load the program. Other macros allow you to clear al of your tablesin
case you want to start from scratch. There are three macros defined to import data
from external sourcesin order to automatically populate the Access Central Card-
holder Database. They are:

ImportP2Programming. This utility can be used if your is already programmed
with cardholders. It will extract the names and security level assignments of each
cardholder, and create a record in Access Central

ConvertDBF: This utility is designed to import data from previous versions of
where the datais contained in the built-in dBase 111 utility.

ConvertMDB: This utility is designed to import data from earlier versions of
Access Central

Modules

Modules contain the actual Visual Basic Code needed to link with Access Cen-
tral. The module named Global setsthe directory paths, so if your softwareis not
running in C:\tc85dir, you will need to change the path statement in this code
module. It only appears once at the top.

PC-P2 Operating I nstructions

PC-P2 is comprised of three main software components; SR.COM, P2.EXE, and
MP.EXE. All three are |oaded togther from PC.BAT.

SR.COM isaprogram always running in the computer’s background memory. It
is responsible for managing communication with all the access control system
hardware devices that are connected to the computer’s seria port. In addition to
managing communications, SR.COM maintains all system programming filesin
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memory so that access decisions can be made instantly without disk access. When
acard is presented to areader, the reader receives the go or no go signal virtually
in milliseconds directly from SR.COM.

P2.EXE isthe human interface used to program SR.COM and to display system
transactions as they occur. P2.EXE isa DOS based program that will run under
Windows 95 full screen or in agraphical window. InaWindows 95 environment,
P2.EXE must be running in either the foreground or minimized on the task bar for
proper operation.

All basic system definition parameters (except cardholder programming) must be
performed using P2. These include Security Level Definitions, Alarm Definitions,
Time Programmable Outputs, Elevator Levels, Holidays, and Unlock Schedules.

MP.EXE is a search and report utility designed to provide instant displays or
reports of system activity, and to set up import parameters for customers desiring
to maintain cardholder programming from an external dBasefile. Several special-
ized parking and space count management reports are also included in MP.EXE.
Thisprogramisinitiated by hittingthe"H" Hotkey, and isespecially useful to users
not using the Microsoft Access Interface.

Cardholder Programming Choices

There are two cardholder programming methods from which to choose;
* Direct To Memory Programming using P2. (M Hotkey)
* A built-in dBase 11 cardholder programming utility (B Hotkey)

Direct To Memory P2 Programming

Sometimes it makes sense to initialize a system by programming cardholders
directly into P2. It takes only a few seconds to validate cards or ranges of card
numbers to get the system functioning immediately. With that accomplished, the
Microsoft Access database can be populated at amoreleisurely pace. Onceall the
individual cardholder records are entered into the Microsoft Access database, you
can erase the direct To Memory Programming and replace it with your new
Microsoft Access database.

Built In dBase Utility

Many customers prefer the simplicity and versatility of dBase. Using dBase, it is
easy to use employee records from a preexisting database, or adatabase located on
anetwork. The built-in dBase utility isespecially useful for customers who prefer
to work out of DOS environment.

Overview

Your Computer'sConfiguration
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Y our computer must be equipped with a serial communication port. All software
isCOM port specific, and must be specified when ordering (COM 1 isthe default).
For Windows 95 users, Microsoft Access 7 or higher must be pre-installed on the
computer along with Windows 95. For DOS only users, you need DOS6 or higher.

The ANSI.SY Sdriver must beinstalled in your CONFIG.SY Sfilein order to use
the dBase Management and the Hard Disk Management History features (H
Hotkey). This can be added with a text editor, or you can create a new
CONFIG.SY Sfile using asimple DOS command. Thefile ANSI.SYSisusualy
located in the directory C:\WINDOWS\COMMAND. The statement to be added
to Config.sysis.

DEVICE=C:\WINDOWS\COMMAN\ANSI.SYS

BACKING UP DATA

Data crucia to your specific system is contained in all files with the extensions:
.BASor .DTA. Itiswiseto maintain afloppy backup of thesefilesin the event of
acomputer failure. If you are backing up your transaction data on aregular basis,
there is no need to maintain a separate backup of TCLOG.DTA whichisthelarge
fileused for transaction storage. Should you experience acomputer failure, or you
wish to move your system to another computer, simply usetheoriginal installation
programto start up the system, and then copy all the .BASand .DTA filesfromyou
backups into the TC85DIR sub-directory.

DEFINING YOUR PC-P2 SYSTEM

The software program permits the user to custom define al access control
parameters. These parameters are called SECURITY LEVELS. A SECURITY
LEVEL is a convenient way to define the common access status of a group of
cardholders. For example, LEVEL #1 might be for executives. Any person
assigned to LEVEL #1 would have access to all doors at any time day, night and
holidays (day 8). Instead of laboriously programming executives into each and
every door individually, the operator need only assign the card onceto LEVEL #1.
LEVEL #2 might be defined for first shift production employees. That LEVEL
would designate certain authorized entry points, a start time, a stop time, and the
applicable days of the week, such as Monday through Friday but not on holidays.
If acardholder’ saccess status doesnot fit one of the predefined levels, thenyou can
program the card into a combination of levels which will create the exact access
status you desire.

Security Levels can be created for specific date ranges in case you want to
automatically validate a group of cards on a specific date and time, and then
automatically void those cards at another date and time. This feature might be
useful for controlling access to temporary groups such as contractors.

While Security Levels define the access authorization for cardholders. The same
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kind of level sareused to definethedesired statusof fieldmodules. Thesearecalled
ModuleLevels. Thereare Module Levelsavailableto program relays, alarm shunt
periods, elevator outputs, and keypad activation times. Like Security Levels,
ModuleL evelscan be programmed for specific daterangesalso. A parkinglot gate
could automatically be opened on aspecific Sunday for aspecial event for example.

Toexaminetheselevels, pressthe"L" key fromthe ACTION WINDOW, or select
FUNCTION 5 from the FUNCTION MENU.

PROGRAMMING CARDHOLDERSINTO THE SYSTEM

Internal Programming

The"M" hot key takes you to the Internal Programming Routines. Changes you
make here go directly to the background operating system the moment they are
entered on the keyboard, and take effect immediately.

There are a number Internal Programming techniques that cannot be performed
efficiently by Microsoft Access or a dBase program such as block voiding or
validating a specific range of card numbers. If for example you want to instantly
preprogram a group of cardsto bevalid in Level 1, and another group of cardsin
Level 2, you can perform this operation in seconds. With certain precautions, you
can take advantage of the simplicity and convenience of External Programming,
and the flexibility and immediacy of Internal Programming.

THE FIRST STEP

To begin, make copies of the Level Definition Work Sheet included with this
manual. Fill out awork sheet showing the descriptions of your entry points. Tothe
left of the description, enter the two digit location code. This code isthe Remote
Command Module code already selected during installation. The Component
Installation Manual shows how to set the Module Codes.

Next, create afew hypothetical levels. These will be common access categories
shared by several individuals. If youwant certain cardholdersto enjoy virtual carte
blanche access, you might want to defineamaster level and describethem asGrand
Masters, or Executive Management. Each such group needsto be assigned alevel
number.

Now enter your L evelson the main work sheet showing appropriate modul e codes,
applicable days of theweek, and start and stop times. If aparticular Level defines
more than 12 readers, use additional lines to define that Level.

With entry points and access |evel categories defined, the information can now be
compiled for easy entry into thecomputer. Pressthe"L" hot key fromthe ACTION
WINDOW, or select Function 5 from the FUNCTION Menu. Select Routine1to
DefineLevels.
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THE SECOND STEP

With at least one level defined, one or more cards can be programmed into these
levels, or into any combination of levels using Access Central, or the Internal
Programming Routines ("M" hot key).

NOTE: Thesequential card serial number stamped on the outside of the card may
not necessarily be the number encoded in or on the card. Always use the random
number (Memory Number) shown on the Card Log for programming purposes
unless you are sure that the outside serial number isin fact the same as the one
actually encoded in the card.

LAN NETWORKING

It is possible to control all functions of the access control system from any LAN
work station. These functions include programming changes, and remote moni-
toring and printout.

The most desirable configuration for LAN networking isto use adedicated PC for
access control configured with a network card. This PC would run the access
control program, and acommercial program called Close-Up LAN. The software
package includes both a host program, and a viewer program for up to 64 work
stations. No special softwareisrequired for the access control systemtowork with
Close-Up LAN.

WORKING WITH THE SOFTWARE

The ACTION WINDOW is designed to provide single screen monitoring and
control of every important element of accesscontrol management. Theblue Status
Bar at the top constantly displays the following information:

Type Of Transactions being displayed (selectable by hitting Escape once)

e Current System Activity: (all transactions. access, alarms, and counters.)
 Access Transactions & Alarms only.

e Counter Activity only.

Supervision Status

Blue means all devices are communicating properly. Red meansthat one or more
devices are not communicating properly. To display the status of all devices, hit
Escape and select Supervision Status.

Anti-Pass-Back Status

There are numerous APB modes from which to choose including Timed, In-Exit,
Hard, and Soft. The selected modeisconstantly displayed. Tochange APB modes,
hit the "F"' Hot Key, and select Routine 4.

Date

Displays the current date from the computer's internal CMOS clock

Daylight Savings Time Icon

If selected, the system will automatically adjust the time twice ayear for daylight
savingstime changes. If thisfeatureisenabled, asuniconisdisplayed. To change
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the Daylight Savings Time mode, hit the "F"' Hot Key and select Routine 1.
Time

The time displayed is taken directly from the computer's CMOS clock which is
located on the mother board. It is updated 18 times per second. The time can be
adjusted through the access control program

Hot Key Bar

The brown Hot Key Bar immediately below the Status Bar provides one touch
access to the most used system functions. Many of these FUNCTIONS contain
sub-menus which display the Routines available for that FUNCTION. To
examine abasic system FUNCTION, hit the appropriate Hot Key, or hit the "F"
Hot Key to display alist of every FUNCTION. You may always return to the
ACTION WINDOW by hitting Escape.

SOFTWARE FUNCTIONS: asthey appear on the Function Menu.

"U" : UNLOCK aDaoor or Raise A Gate Instantly (" U" Hot Key)

This function provides instantaneous release of any door or gate by keyboard
command. The U command operates the Command Module’' s main relay for the
amount of time selected on the main timer adjustment “pot”. The shunt relay will
also be activated for the time selected on the shunt timer adjustment “pot”.

The U command also operates the main relay on a Dua 1/0 module, but not the
shunt relay. The U command does not operate relays contained on the 16 relay
output module.

P : PASSWORD Protection

This function protects specific system Functions from unauthorized use. Any
combination of ten charactersmay be used for apassword. The selected passwords
can be saved along with other data on the hard disk so password protection is
unaffected by re-booting. It is best to wait until all system parameters are
programmed before selecting passwords and saving them.

Passwordsaremutually exclusive so that any combination of FUNCTIONS may be
protected by any password. In addition, each password can include the ability to
program cards into restricted levels. Restricted levels provide an additional
password layer so that persons whose password enables them to program cardsin
unrestricted levels cannot also program cards in restricted levels.

If you unintentionally select Restricted Levels, and a program a card, that level
becomes restricted. To Un-Restrict that Level again, smply go to Level Defini-
tions, and remove all the days of the week from that Level, and reenter the days
again. Do a Save upon exiting.

Note: The Restricted Level feature works only when Internal Memory Program-

3/12/03




ACCESS CONTROL SOFTWARE GUIDE

ming is utilized.

There arefour levels of passwords available. Knowledge of the Master password
is required to change other passwords. The Password Function is used to:

1. Define each Password (visible or invisible)
2. Define which Functions are to be protected by each password.

Knowledge of the master password provides access to any menu item (Function).
Knowledge of other passwords provides accessto only those menu items protected
by that password.

Passwords are “case” sensitive which means that if an upper case character is
selected initially, alower case character cannot be substituted when entering the
password.

Always test the sel ected passwords before saving them. Once tested, use FUNC-
TION 3.3 to store them on the hard disk.

If You Forget The Password

1. Exitto DOS

2.Type:C:\xxx\DEBUG C:\TC85DIR\DEFS.BAS
XXX= The sub-directory containing DEBUG.COM
3. Pressthe ENTER key

4. At the Debug prompt (minus sign), type:

FCS: 107 186 00

Note the colon symbol and the spaces

5. Pressthe ENTER key

6. Type the letter: W and then press ENTER

7. Typethe letter Q and then press ENTER

8. Re-boot the computer

Thiswill clear al the passwords.

Note: You may want to copy these instructions and put themin a secure location,
and then black out this section with a felt marker to prevent system tampering.

1: TIME & HOLIDAY Definitions

Routine 1. Set Date and Time
Setting thetimeisnot necessary with systems equi pped with correctly set perpetual
clocks. If the perpetual clock isincorrect, or an instant time changeisdesired, use
Function 1. to change the time.

Routine 2. Holiday Definitions
The enhanced software provides for holiday exceptions for its security and

3/12/03




ACCESS CONTROL SOFTWARE GUIDE

command levels. This means that you can automatically override a level or a
command that might ordinarily be good on Thursdays, but if Thursday happensto
be aholiday such as Thanksgiving, the computer will reject accessto any level not
good for Day 8, (Holiday) authorization. Any level you wish to remain active on
holidays must include day 8.

At the Holiday Screen, enter the date of all company holidays, and on those days,
only LEVEL Sdesignated for Day 8 will beactive. Holidaysmay beenteredin any
order up to the year 2099. To remove a date from the screen, simply reenter it.

Routine 3. Automatic Daylight Savings Time

When enabled, this feature automatically changes the system clock for the new
time. Theactual time of changeisdisplayed on the screen and may vary depending
on locale. If your PC automatically adjusts for Daylight Savings Time, do not
enable this feature.

2: HARD COPY Options
Note: If you use this utility to print transactions as they occur while also using
Access Central, you must load Access Central prior to turning on the printing
feature in PC-P2.
The line printer may be programmed to print an ongoing hard copy report as
follows:
Current Mode »» 0 = Print Nothing

1=Print Valid ACCESS Transactions only

2 =Print ACCESS Exceptions & Alarms

3 =Print All ACCESS Transactions & Alarms

4 =Print COUNTERS only

5=Print COUNTERS & Valid ACCESS Transactions

6 = Print COUNTERS, ACCESS Exceptions & Alarms

7 = Print Everything

Thehard copy |og shows each transaction by day, date, time, location, system code,
memory code, and various transaction status symbols. If the printer is on-line, it
will aso record Unlock Commands.

The following are special status codes that indicate each type of transaction
exception:

A Hard Anti-Pass-Back violation, no access granted
a Soft Anti-Pass-Back violation, access was granted
S Wrong system code, access was not granted

- Invalid card, access was not granted

K Keypad violation, access was not granted

*  Alarm

N  Hard Nesting violation
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D Dehit card violation (out of uses)

Transactions without one of the above symbols are valid card transactions which
do not involve exceptions.

3: MEMORY Programming & Verification ("M" Hot Key)

Routine 1. PROGRAM Card MEMORY is used to program individual cards into
their respective Security LEVELS. When programming cards, it is possible to
enter more than one level so that cards can be simultaneously programed into
multiplelevels. Inaddition, you can program all cardsinto selected levelsat once,
or a range beginning with one number and ending with another.

Software options are available to accommodate 4 , 5, and 9 digit numbers. When
entering individual memory codesfor programming, typethefull number of digits.
If you havethe 9 digit software, you can use numbers that have fewer than 9 digits
as long as you precede them with the appropriate number of zeros.

Routine 2. LOAD Card MEMORY from Disk, transfers all data contained on the
disk into the computers memory.

Routine3. SAVE Card MEMORY on Disk, transfersthe contents of the computer’s
memory onto the disk. Always use this Routine following changes to the
program. Y ou do not need to use this Routine to save changes to cardhol der text,
or when using dBase Memory Management.

Routine4. List LEVELSper Cardprovidesalistingof all LEVEL Sinwhichagiven
card is programmed.

Routine5. List CARDSper Level providesalisting of all Cardsassigned to agiven
level.

Routine 6. Cardholder TEXT permitsthe entry of names or other text to be printed
out with every card transaction. Simply enter the cardholder’ smemory codefound
on the card log, and enter the person’s name and/or other information.

Routine 7. ALARM TEXT allowsyou to identify incoming system alarms with up
to 32 text characters. Until text is assigned to an input, that alarm point is not
activated and will not report. Assigning at least one character of text to an input
activates the alarm. These alarm inputs may originate from Command Modules,
16 Input Modules, or Dual 1/0 Modules.

The system is capable performing a combination of functions based on incoming
alarms. Some of these functions are triggered by the text information you enter.
You can use any input to perform any of the following functions:
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e Display, annunciate, archive, and print as Open & Secure Alarms

e Trigger aBATCch file (such as one defined to display an alarm graphic.

e Activate arelay on a Transaction Activated Output Module

e Increment or decrement a Counter (See space counting)

e Toggle between the Transaction and Counter Status screens

e Cause the "PC" to emit a continuous high pitched "Warble" until acknow!-
edged by an operator.

Alarm Descriptions

Up to 32 characters of text may be entered for each alarm. This text will be
displayed and logged each timetheinput changesstate. Theactual display will also
include either the text: ALARM OPEN, OR Alarm Secure.

Alarm inputs may originate from a Command Module, aDual I/0 Module, or a16
Input Alarm Module. For monitoring alarms originating from a Command
Module or Dual 1/0 Module, simply enter the two digit Module code followed by
71 or 72 depending upon which input you are monitoring. To define text
originating from a 16 Input Module, enter the two digit module code followed by
the two digit input. When using both Command Modules, and Dual I/0 Modules,
you must not duplicate Module Codes since they are essentially the same type of
device. You may however assign these same two digit module codes to 16 Input
Modules without conflict.

ALARM BATch.FILE OUTPUT

Thisfeature allows incoming alarms to cause the computer to execute predefined
BATch files. A BATch file may be defined to load another program such as
Procomm for example. Procomm would be configured to dial a pocket paging
service to annunciate alarms.

Batch files can a so be defined to display custom graphic or text screens that will
appear automatically when thereisan alarm. A commercial paint program can be
used to create the graphics. For example, to display a graphic saved in the PCX
format (16 colors 640x480) named FRNTDOOR.PCX, simply copy thegraphicfile
into the TC85DIR sub-directory, and create a Batch file with the following
command line;

SHOWPCX FRNTDOOR.PCX

The program SHOWPCX has already been installed in this directory during
installation of the access control program.

Batch files can be created using any text editor such as DOS EDIT. You can use
different names for each Batch file such as ALARM1.BAT.

3/12/03




ACCESS CONTROL SOFTWARE GUIDE

The Alarm Bat file feature can be applied to any alarm input, and that input can
be automatically turned on and off in software using the shunt features described
earlier. Thisrestricts BAT.FILE responses only to specified times.

To cause aspecific aalarm to execute aBATch file, simply place an asterisks (*)
in the first character position of the alarm text. The next 8 characters should
contain the path and name of the BATch.file. Do not usetheextension .BAT. For
example:

*ALARM1

This assumes that you have placed ALARM1.BAT in the access control working
sub-directory: TC85DIR.

You may add any additional text you wish to describe the actual aarm IE:
*ALARM1 BUILDING 3 FRONT DOOR

When adding additional text after the BAT file name, begin in position 10 or 11
to avoid any conflict regarding the name of the BAT file.

Note: the ALARM BAT.FILE feature works only when the Access Control
program isrunning in the foreground. If any alarms comein after exiting to DOS,
they will be stored and executed in order once the foreground program is loaded.
This insures that no alarms can be lost while the system is processing another
BATch.FILE.

Transaction Activated Alarm Output

Incoming alarms can be programmed to pulse one or more relays contained on the
16 Relay Output Module. Thisisaccomplished by selecting an available system
memory number, and enteringitintothe Alarm Text field preceded by aback slash.
For example, if youwant acertain alarm to pulse an output relay, you simply select
an unused system memory number, and enter it anywhereinthe alarm text field as
follows: \1234. Y ou must then create a Transaction Activated Output Level, and
then program number 1234 to be valid in that level.

You may combine both an Alarm BATch file and Transaction Activated Alarm
Output from the same alarm input if you want to both display an alarm graphic and
create arelay output. For example:

*ALARM1 BUILDING 3 FRONT DOOR \1234

Screen Switching

For parking operators who want attendants to be able to view system transactions
and the status of Space Counters without allowing them the use of a computer
keyboard, Screen Switching can be performed with asimple push button tied to any
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input such as a nearby exit reader.

Simply place a semicolon (;) in the first character position of text for that input.
Since this alarm input will probably be used exclusively for screen toggling, you
may want to assign additional text to this input for logging purposes. Example:

; EXIT BOOTH 1 SCREEN TOGGLE

ALARM WARBLE

Any aarm can be programmed to warble by placing a caret symbol () in thefirst
character of the alarm text. To do this, press the M hot key to select Memory
Functions. Select Routine 7, Alarm Text. Enter the alarm code. Place a caret
symbol in the first text position so that it reads:

A ALARM TEXT

The caret symbol triggers the warble, and the text that follows defines the incom-
ing alarm.

You may also want the incoming alarm to trigger a BATch file. If so, place the
name of the BATch file next to the caret symbol beginning in the second text
position. If you want to trigger the BATch file without setting off the warble, use
an asterisk instead of a caret symbol.

Routine 8. PROGRAM Cards in RESTRICTED LEVELS. A Security Level
automatically becomes Restricted if one or morecardsisprogrammed intoit. This
featureisuseful if morethan one person has card programming authority, and you
need to prevent unauthorized individuals from programming cards into certain
levels.

Tounrestricted alevel that has been restricted, simply select Level Definitionsand
removeall of the daysdefined for that level, and then reenter them. That level will
now be unrestricted.

If you are using the restricted level programming feature, be sure to password
protect dBase Memory Management, and L evel Definitionssothat restricted levels
cannot be overridden by unauthorized individuals.

Routine 9. Program Card Use Debiting (Optional Software)

This optional software module allows you to specify the number of uses each
designated cardholder may have of one or more specified readers. When cardhol d-
ersareprogrammed for usein readers subject to debiting, they will be denied access
if thevalueof their account iszero. Other cardhol ders not programmed for debiting
are unaffected. Cardholders subject to debiting may use readers not designated as
debit readers if they are programmed accordingly.
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Toinitialize Card Use Debiting, simply enter the readers to be subject to debiting,
enter the cardholders, and assign a number of uses.

4: ANTI-PASS-BACK Definitions & Space Counters

Routine 1. Anti-Pass-Back Definitions

Any reader in the system may be defined as an entry point or an exit point for the
purposes of detecting multiple entries by a single card. If the Anti-Pass-Back
featureis enabled, a card will be denied passage if an attempt is made to useit for
asecond entry if it has not first passed through an exit reader, and vice versa. For
Anti-Pass-Back to beenabled, you must defineat | east one entrancereader, and one
exit reader.

Timed-Anti-Pass-Back

Timed Anti-Pass-Back is designed to control entrance tailgating where there are
no on-lineexit readers. Inaddition, the Timed Anti-Pass-Back feature may be used
for automatic once per day resynchronization with or without on-line exit readers.

When timed Anti-Pass-Back is enabled, all cards are resynchronized at the time
interval specified. You may select aresynchronization interval from 1 minute to
2400. For resynchronization every 15 minutes, simply enter 15. For once per hour,
enter 60. For automatic resynchronization once per day at 1 AM, simply enter
0100. To disable Timed Anti-Pass-Back, enter 0.

If Timed Anti-Pass-Back is to be used without an exit reader, you must select a
bogus exit reader location in order to initiate Anti-Pass-Back.

Theicon header will show T-APB for Timed Anti-Pass-Back, and D-APB for Daily
resynchronization. Theiconwill also show whether APB is enabled on entrances,
exits, or both.

Hard and Soft Anti-Pass-Back

When any reader module code is entered as either an entrance or exit location, all
cards using that reader automatically become subject to anti-pass-back detection.
If anti-pass-back is disabled, “soft” anti-pass-back will be in effect which means
that violations will be logged as exceptions, but passage will not denied. If anti-
pass-back is enabled, “hard” anti-pass-back will be in effect denying passage to
violators. It ispossibleto invoke “hard” anti-pass-back at exits, and “ soft” anti-
pass-back at entrances, or any combination.

Valet and Special Anti-Pass-Back Exceptions

Specific cardhol derscan be programmed to be exempt from anti-pass-back control.
Simply select FUNCTION 5.3, and definethe highest availablelevel. Transaction
Activated levels are not subject to Anti-Pass-Back control, so any cardholder
programmed into these level swill be exempt. Transaction activated levelsrequire

3/12/03




ACCESS CONTROL SOFTWARE GUIDE
an Output to be defined. Enter 2001 for the output code.

Hard Nesting

Nesting isthe term used to describe enforcement of special areaparking. The nest
isthe special areainto which designated vehicles areto park. Nesting softwareis
designed to detect vehicleswhichfail to park inthe special area, but instead remain
inapremium area. The software permitsthe selection of agrace period (up to 255
minutes) within which nested vehicles must vacate the premium parking area.

Two forms of nesting are available. Soft nesting ssimply allows the operator to
display or print alist of vehicleswhich have violated the nesting parameters. Soft
nesting reports are generated using Function 9, Hard Disk Management.

Hard nesting actually denies use of the card for exiting the premium area if the
nesting grace period has been exceeded. In order to avoid ahard nesting violation,
the vehicle must enter the nest, or exit the parking facility within the grace period.
If the grace period is exceeded, the card will not operate any nest entrance reader,
and will not operate any premium area exit reader.

For the purpose of nesting enforcement, any reader that permits entry to the
premium areais considered an ENTRANCE reader. Any reader that can be used
to exit the premium areais considered an EXIT reader. Therefore, the entranceto
the nest must be defined as an EXIT reader. The nest exit reader must be defined
as an ENTRANCE reader.

For systemswith hard nesting, the highest security level isused asaspecial nesting
level. If thesystem has 100 Security Levels, Level 100isused to definethe nesting
level. Theuseof alevel to control nesting permitsthe operator to designate specific
timesand dayswhen hard nesting will be active. Theremay be certain days, times,
or holidaysthat may not be subject to hard nesting. Security Level Definitionsare
defined using Function 5, Routine 1.

Any ENTRANCE READER, and any EXIT READER to be used in conjunction
with nesting must be so defined using Function 4, Routine 1, Anti-Pass-Back
Definitions. Hard, Soft, or Override Anti-Pass-Back may be invoked without
affecting hard nesting. In either mode, hard nesting will prevail.

Any cardholder to be subject to hard nesting must be programmed into the nesting
level (Function 3.1). Thismakesit convenient to program any card in the system
in or out of hard nesting.

Reviewing the steps:

1. Select Function 4.1 and enter as an entrance reader any reader that places the
vehicle into the premium area. Enter as an exit reader any reader that exits the
premium area. A reader that provides access to the nest is an exit reader. Select
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the nesting grace period.

2. Select Function 5.1, and define the highest level. Under Location, ENTER
ONLY EXIT READERS. Select the daysand times hard nesting isto be invoked.
In addition to this nesting level, you must also define at |east one normal security
level which contains both entrance and exit readers.

3. Select Function 3.1 and program any cardholder to be subject to nesting asvalid
in the nesting level, and the normal security level.

4. Select Function 3.3 and save the result of your programming.

To quickly override Hard Nesting, simply select Function 5.1 to enter the nesting
level, and then remove the current day.

Capacity/Limitations

Hard Nesting isaccomplished by cal culating thetime lapse between an exit request
and an entrance transaction. The transaction data on which the calculations are
made are contained in a memory buffer with a total capacity of 1,000 entrance
transactions. For Hard Nesting to work properly, the total number of entrance
transactions can not exceed 1,000 transactions per grace period. To calculatethis
capacity, divide 1,000 by the minutes in the grace period. A grace period of 10
minutes would provide a capacity of 100 entrance transactions per minute, or
almost 2 per second. A 15 minute grace period would accommodate a capacity of
about 67 entrance transactions per minute or more than one per second. Higher
memory buffer capacities are available on special order, and are subject to the
limitations of the host computer.

Routine 2. SPACE COUNTING

Any input can be used for space counting provided the source is a dry contact.
Counters can be defined to increment, decrement, or count differentially. Differ-
ential countersprovide output relay responsesto azero count to activelot full signs
etc.

The standard Space Counting software includes 80 counters with inputs for 12 up
counts, and 12 down counts each. Special optiona software is available for
additional counters. Each counter can trigger up to 12 relaysin responseto a zero
count. Any counter can use input addresses also utilized in any other counter,
making it possible to define many different counts from the same inputs. For
example, by using two inputs, in and out, you could define at least three different
counters. A spaces available counter, an occupancy counter, and a cumulative
counter.

Each counter can beidentified by theuser withupto 48 charactersof text. A counter
set up screen provided under FUNCTION 4.2 to define counters and to enter text
descriptions. A dynamic display screen is provided to show the status of all
countersat aglance. Inaddition, all counter activity islogged to the hard disk for
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futurereferenceand reports. Anadded featureisadaily report designed to provide
hour by hour counter activity for reconciliation purposes.

HOW IT WORKS

You can specify which inputs should increment the counter, and which inputs
should decrement the counter. Aninput isany alarm monitor point. Each Reader
has two, each Alarm Module has 16, and each Dual 1/0 Module has 2.

Theset up screen alsoletsyou sel ect outputs should youwant arelay to pull inwhen
acount reaches zero. Any relay (Card Readers or Relay Output Modules) can be
specified to activate in response to a zero count. The relay will remain pulled in
until the count increases to one.

Both alarm monitor points (XX 71 and XX 72, where XX equals the module code)
areusableasinputsto the counter. When specified asacounter input, they can also
function as alarm inputs as well.

The Command Module Output Relays are both usable as Zero Count Outputs.
When arelay is specified asan output, it will pull in when the counter reaches zero
or below. Therelayswill immediately drop out when the counter advances above
zero.

For the purpose of space counting output definitions, the main relay is considered
XX72 and the shunt relay is considered X X71.

For a complete explanation of how to view and printout past counter activity, see
Hard Disk Management functions.

IMPORTANT: If youdo not want theshunt relay (XX 71) toactivatewhenthemain
output relay (XX72) is pulled in, you must cut the diode located at the lower left
sideof the Command Module. Cutting thisdiodewill insureindependent operation
of both relays.

Counter Definitions

Space countersare defined in Function 4.2. Upto 12 input sources can be defined
to increment the counter, and the same number to decrement it. Inputs defined for
one counter can also be used as inputs to another counter.

Up to 12 outputs can be defined as a result of a counter reaching zero. Outputs
defined in one counter can be used as outputs for other counters.

Vehicle Soace Counting

For differential counting based on spaces available, exit inputs should be defined
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to count up, and entrances inputs should be used to count down. To initialize the
counter, smply enter the number of available spaces into the respective counter
definition screenwhenthelotisempty. Vehiclesenteringwill reducetheavailable
spaces, and vehicles exiting will increase the available spaces.

For occupancy counting where the count reflects the number of vehicles present,
simply useentranceinputsas up counts, and exit inputsasdown counts. Toinitiate
the counter, set it at zero when no vehicles are present.

For accumulative counting, define an input to count up.

Caution: Itispossibleto use Space Countersto unlock one or more doorsbased on
any alarm input. Thisis done by setting the counter to a value of 1, and defining
thedoorsto beunlocked asZero Count Outputs. Never utilizethisfeaturewhenlife
safety isanissue, or if emergency egressistheintent. In an emergency, power or
communications problems may prevent the computer from sending the unlock
command. Always use mechanical emergency exit devices to insure egressin an
emergency.

Routine 3. IN-OUT Location Definitions (Optional V.1.P. Tracking Software)
V.1.P. Tracking is an optional software module that allows you to specify one or
moreindividualswhose IN-OUT statusis constantly monitored. When this option
isutilized, all cardholderswho areassignedto Level 1 will bedisplayed onaspecial
V.I.P. Tracking screen when they are present.

Use Routine 3 to indicate which readers are to be regarded as entrances, and which
readers are exits.

5: SECURITY LEVEL & OUTPUT RELAY Definitions

Routine 1. SECURITY LEVEL Definitions

This function is the key to the system’s ability to manage access authorization
conveniently. Access levels may be defined by simply entering the desired
location(s), applicable week day(s), and time parameters. After LEVELS have
been defined, individual cards, or al cards can be quickly programmed into one or
more of these levels.

Each LEVEL isindependent of all other LEVELS (thereis no hierarchy between
levels). The number of available levelsis determined by the size of the memory.

A work sheet is provided to assist in defining access levels. These parameters can
be modified at any time.

Programming cardsintotheL evel syou define can be password protected. A second
layer of password protection may be added to certain levels so that programming
can berestricted. Thiscapability isdesigned for userswho may havetwo different
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operators. For example, ahospital may want all itssecurity levelsrestricted so that
parking personnel who must also perform programming functions for parkers
cannot program cardsin or out of security levels. A level automatically becomes
restricted when any card is programmed into it using the restricted level option.

Oncelevelshavebeendefined, they must besaved toavoidlossintheevent of power
failure.

Routine 2. COMMAND MODULE LEVELS

While Security L evel sdefinethe statusof cardholders, Command L evelsdefinethe
status of Command Modules. Each Command Module Level can be defined to
perform one of the following commands:

» Timed Unlock
e Timed Alarm Shunt
e Timed Keypad activation

For entry points equipped with only aKeypad, aCommand Level must be defined
inorder to activateit for use. If aKeypad Level isnot currently active, the Keypad
will not permit access. This insures against off-hour tampering.

Keypad Operation

Keypad Only

For entry points with a Keypad and no card reader, it is necessary to both create a
Command Level to activate the Keypad as described above, and a Security Level
ToauthorizeK eypad usejust asyouwouldfor cardholders. Y ou must then program
the active Keypad numbers into this Security Level. When an individual entersa
valid Keypad number into the Keypad, entry will be granted.

A Keypad transaction beginswith the star key (*), followed by the Keypad number,
and ending with the pound key (#).

Keypad Or Card

If the Command Module firmware is set up to accept either the use of a Card or
Keypad Code, the instructions above for Keypad only apply.

Card Plus Keypad

When the Command M odul efirmwareisset up for Card PlusK eypad you must first
enter avalid Keypad number when aK eypad Command Level isactive. If aKeypad
Command Level is not active, access will be granted based only on avalid card.

A detailed explanation of the Keypad option is contained in the Component
Installation Instruction Manual.

CAUTION
Never disable a command level that is currently active by removing its module
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location code, unlessthat moduleisdefined in another level. Doing sowill prevent
the module from receiving a command to secure. In other words, if a door is
unlocked, it will not re-lock until commanded to do so. Removing alocation code
from an active level will terminate communication to that module unlessit isalso
defined in another level.

Todisablealevel thatiscurrently active (relay(s) pulledin), first replacethecurrent
day with any another day of the week. Wait two minutes to insure that the secure
command has been transmitted to the module. After two minutes, modules codes
may be removed.

To define or change a command, you must select a Command Level number, and
then choose either “U” for UNLOCK, “A” for Alarm, or “K” for KEYPAD
ENABLE. When choosing UNLOCK, the defined command will both UNLOCK,
and shunt the ALARM during the programmed period.

If ALARM is chosen, only the alarm will shunt during the programmed time
period.

Any command can be changed from one type of command to the other by simply
hitting “A”, “U”, or “K”.

A command definition can include up to 127 entry points, one or more days of the
week, and a specified time interval.

For increased security, the computer checks every programmed module once per
minute to insure that its output relay is in compliance with the programmed
parameters. When programmed commands are initiated, they will be transmitted
to their respective modules on the minute.

Routine 3. OUTPUT MODULE LEVELS: Transaction Activated

Transaction Activated Levels for Elevators

Selective programming of individual cardholder accessto authorized floors can be
accomplished with the 16 relay Output Module. The Output module may be used
for either continuous time programmable output commands, or for momentary
activation in response to authorized cards.

For elevator control applications, when acard isinserted into the car’ s reader, all
the relays applicable to that cardholder’ s authorization LEVEL will activate for a
period of time pre-selected at the Output Module. When that time period expires,
the Module will assume the relay matrix that was set before the Transaction
activated event.

The time selected should give the cardholder time to select a floor button. A
separatetimer adjustment screw isprovided for each bank of 8relays. If the button
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pressed matches an active relay, then the elevator control logic should provide the
cardholder access to that floor. This system provides relay outputs only, and
interfacing to actual elevator control circuitry should be coordinated with the
manufacturer of the elevator equipment.

An output relay should be dedicated for each controlled floor per reader. For
example: One elevator car with areader serving 10 floors requires 10 relays. If
two elevator cars access the same 10 floors, then 20 relays should be dedicated. |If
morethan oneelevator car hasaccessto the samerelay, apossible contention could
exist when there are simultaneous card insertions in both cars. If this is not
considered to be a problem, then up to 16 readers can be programmed to address
the same relay.

You may combine Transaction activated Levels And Time Programmed Levels
when certain floors are required to have free public access, and other floorsrequire
card activation.

Up to 63 Output Modules may be used providing 1008 relays each with a unique
code. A relay output codeisafour digit number consisting of thetwo digit Module
code plus the specific two digit relay number indicated along the terminal strip.
Any Modulecodemay besel ected from 00to 3F except for thecode 20 which cannot
be used.

Transaction Activated Levels are used to define the various access categories of
floor authorization in which cardholders will be programmed. There are 100
possible Transaction Activated Levels. The levels dedicated to elevator control
must be numbered between 801-900.

Programming these levelsis similar to Access LEVEL Definitions used for entry
control.

A Transaction Activated Levelsis defined as follows:

» OneReader/Command Module L ocation Code (Oneelevator car except asnoted)
» One or more days of the week

e A time parameter

» Oneto 78 Output Relay codes (Floors).

e A start and stop date if required

As stated earlier, each car should have exclusive outputs, however there is no
problem applying many different level sto the same Outputs. For example, asingle
output for agiven floor may be included in a master level for top executives, and
also included in a level intended for more restrictive cardholder use. Any
cardholder may be assigned to one or more levels, or all the levels.
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After at least one Elevator LEVEL is defined, individual cards may then be
programmed using FUNCTION 3.1.

Transaction Activated Levels Triggered by Alarm Inputs

As discussed earlier under Alarm Text, Transaction Activated Levels may be
triggered by unused card numbers sent from incoming alarms. This feature is
useful when specificalarminputs must pul sespecificrelaysfor alarm panel s, zoned
alarmdiaersor CCTV controllers. Setting up Transaction Activated Levelswhich
are triggered by card numbers defined in alarm text is performed exactly as
described abovefor elevator levels. Remember to choose memory numbersthat are
not assigned to cards, otherwisethe use of those cardswill trigger theoutput defined
in the alarm text.

Routine 4. OUTPUT MODULE LEVELS Time Program Activated

Output LEVEL Definitionsapply tothe 16 relay Output Modules. Theselevelsare
handled exactly like the Remote Command Definitions used for Command
Modules, except that afour digit number is used to define these levels instead of
two. If both 16 Relay Output M odul es, and Programmable 16 | nput Alarm M odul es
are used on the same system, care should be taken not to duplicate module codes
(See hardware installation instructions).

Output Levelsdefined for Relay Modulessimply activate and deactivatetherelays
when programmed to do so. Output Levelsdefined for the Programmable 16 Input
Alarm Modules deactivate or shunt the alarm inputs when programmed to do so.
There are up to 100 available LEVELS numbered from 1-100.

An Output LEVEL consists of the following:

» One or more output address (Up to 78)

» One or more days of the week

e A time parameter

» A start and stop date if required

When each of these three parameters are entered, the command will be transmitted
at the next one minute update. Every output in the system which is defined in at
least one LEVEL, isautomatically updated once per minute ontheminutetoinsure
maintenance of the programmed statusin the event of aremote power interruption.
Only locations programmed into properly defined levels (active or inactive) will
receive the update, so alocation should not be removed from an active level (relay
pulled in or alarm shunted) unless it is also programmed into an inactive level,
otherwise it will not receive a command to change states.

Routine 5. ALARM MODULE LEVELS. Programmable Shunting

Alarm Module Levels apply to the 16 Zone Alarm Input Modules with codes
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ranging from 00-3F for atotal of 1008 shuntable alarms. Maodule code 20 is not
usable.

These levels ssimply deactivate (shunt) alarm inputs when programmed to do so.
Alarm Module Levels are handled exactly like Output Module Levels. If both 16
Relay Output Modules, and Programmable 16 Input Alarm Modules are used on
the same system, care should betaken not to duplicate modul e codes (See hardware
installation instructions).

An Alarm Module Level consists of the following:

» One or more input addresses (Up to 78)
» One or more days of the week

e A time parameter

» A start and stop date if required

When each of these three parameters are entered, the command will be transmitted
at the next oneminute update. Every input inthe systemwhichisdefinedinat least
one LEVEL, is automatically updated once per minute on the minute to insure
maintenance of the programmed statusin the event of aremote power interruption.
Only locations programmed into properly defined levels (active or inactive) will
receive the update, so alocation should not beremoved from an activelevel (alarm
shunted) unlessit is also programmed into an inactive level, otherwise it will not
receive a command to change states.

If an Alarm Level expires when its input is open (in aarm), that alarm will be
annunciated, and will display as an open alarm.

6: ON-LINE Mode

Wheninitializing anew system, you must defineat | east one security level, and
program at least one card into that level in order to place the systeminthe On-Line
Mode. Be sure to save all programming (FUNCTION 3.3 or FUNCTION 5.6).

7 : OFF-LINE Mode

Theuse of thisfunction will instantly prevent accessto entry pointswhere Module
switch#9is“off”. Moduleswith switch #9 set to “on” will accept only those cards
that contain thefacility code encoded into that module. Theinstant Unlock feature
will continue to operate when the system is in the Off-Line mode.

8: MONITOR Transactions& Display Active Alarms(ACTION WINDOW)
Routine 1 : Display Current System Activity

Routine 1 provides a dynamic display of the 22 most recent system transactions.
This includes access transactions, open alarms, secure alarms, and space counter
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Invalid cards are displayed in red and are annunciated with two low pitched beeps.
A code is displayed indicating the reason for denial.

Alarms are annunciated with three high pitched beeps and are displayed in white
on ared bar. When secured, they are displayed in green.

The following are the codes that will be displayed on the transaction screen
following the time of day for violations and exceptions:

Anti-Pass-Back violation, access denied
Anti-Pass-Back violation, access granted
Carpool violation, access denied
Carpool violation, access granted
Nesting violation, access denied

Nesting violation, access granted

S Z0 0 >

Wrong system code, access was not granted
Invalid card, access was not granted
Keypad violation, access was not granted
Alarm

I )

Transactions without one of the above symbols are valid card transactions where
access was granted.

Routine 2. Display Active Alarms.

Routine 2 provides an instant “snap shot” of all active (unsecured) alarms such as
opendoors. Theexact time of the check isdisplayed, and ahard copy can be made
by using the computer’s print screen key.

Routine 3. Purge Active Alarms

Routine 3 permits a purge of the computer’s active alarm buffer. Thisallowsyou
to clear the screen of alarms that are already acknowledged but which are not
secured.

Routine 4. Purge Current Transaction Screen
Routine 4 permits a purge of the current transaction screen.

Routine 5. Supervision Satus

Routine 5 displaysthe modul e codes of all deviceswhich have been defined in any
Command or Security Level, or any counter input. In addition, any alarm text
entered will trigger supervision of the originating module. Any device displayed
on the screen will be supervised (polled) once per minute, and each device must
report back to the computer immediately in order to avoid a supervision error.
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Any device not responding will display in red, and the word “ Supervised” located
on the statusline of each screen will also turn red indicating that the device did not
acknowledge its poll.

During very busy or high traffic periods, it is not uncommon for a device to
occasionally skip an acknowledgment while it istied up processing card transac-
tions or alarm inputs. If one particular module continues to flash for more than
three minutes, this is an indication that the reader is actually off-line, and the
condition should be checked. Supervision may be enabled, or disabled from
Function 8.5 by pressing the F7 key.

6 : Monitor Space Counters
The status of each counter is displayed dynamically as they change. This screen
shows the counter number and text assigned to that counter.

7 : Display Only Access Transactions & Alarms
This command causes the activity display on the ACTION WINDOW to show all
transactions except counts.

8 : Display Only Counter Activity

This command causes the activity display on the ACTION WINDOW to display
only counter changes. If more than 16 counters are defined, the screens may be
scrolled to show the additional counters.

9 : Display Occupancy (requires optional V.I.P. Tracking software)

If your system includes the V.I.P. tracking option, this screen will display in
alphabetical order all cardholders programmed into Level 1 who are currently
present.

The occupancy count shown at the top of the screen reflects all occupants, not just
thosebeing tracked. Space Counter 1isreserved for thiscount and may bemanually
adjusted using Function 4, Routine 2, Space Counting.

9: HARD DISK MANAGEMENT Functions ("H" Hot Key)

Note: If you have Access Central running, you must close Report Manager, and the
Real Time Events window to run this utility.
This FUNCTION provides the following utilities:
 Display and print achieved transactions by any search or filter criteria
» Export archieved datato a dBase file
» Backup selected archieved transactions to another file
* Search cardholder text file
 Import cardholder name, number and levels from another dBase file
 Setup utilities for dBase Memory Management
» Display alist of "WhoisIn"
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 Soft Nesting Reports
 Display and print Space Counter archieved transactions
* Run adaily 24 Hour Space Counter reconciliation report

Each time a transaction of any kind occurs, it is stored temporarily in a RAM
memory transaction buffer, and if the access control program is running in the
foreground, those transactions are cleared and written to the hard disk every 5
seconds. |If the program isrunning only in the background, those transactionswill
remain in the RAM buffer until the foreground program isloaded. If more than
800 transactions occur before the foreground program is reloaded, the latest
transactions will automatically overwrite the earliest.

Whenintheforeground program, all system transactionsarewrittento afilenamed
TCLOG.DTA. The standard file size is 10,000 transactions, or 125,000 transac-
tionif specifiedinitially. For userswithmuchlarger disk capacity, any sizeachieve
filemay bespecified. TCLOG.DTA isacontinuouscircular filedesigned to permit
current transaction to automatically overwrite the oldest transactions. Thus, the
decision as to how often to back up transactions is dictated by the nominal traffic
on the system. Within this program, you can backup any time: daily, weekly,
monthly, or not at all.

It isimportant to note that while the Hard Disk Management program is running,
on-going systemstransactionsaretemporarily storedin abuffer and not onthedisk.
It is therefore advisable to return to the ACTION WINDOW when the current
search has been completed.

CONDUCTING A SEARCH
The opening screenisused to set the search parametersfor past transactions stored
on the hard disk. Answer the prompts as follows:

* Include Access Transactions?
 Include Alarm Transactions?

Answering Y (yes) to both will produce asearch of al transactions without regard
to specific Alarm or specific Cardholder criteria that may be entered. For this
reason, always answer yes to one or the other, but not both when specific search
parameters are desired. For example, if you are searching a particular door, or a
particular person, be sure not to include Alarm Transactions in the search.
Conversely, if you are searching for particular alarms, do not include Access
Transactions in the search.

SEARCH PERIOD

For anew system with few transactions, it is best to begin with the date of thefirst
transaction, and some future date. To insure that your first searches will not be
limited by time, enter 00:00 and 24:00 as the start and stop times. If the time and
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date are left blank, the search will automatically apply to transactions that have
occurred during the last fifteen minutes.

SPECIFIC ALARM POINTS
Enter analarmlocation codeif you want your search to excludeall but transactions
from that alarm point.

LIMITING THE SEARCH BY ACCESS TRANSACTION STATUS
The"-" sign limits the search to access transactions that were denied because the
cardholder was not valid in alevel applicable to the attempted entry.

* "A" limits the search to cards denied due to Anti-Pass-Back violations.

 "K" limitsthe search to cardsrejected because of anincorrect Keypad P.I.N. code
or afailure to use a code during an active Keypad Level.

» "S" limitsthe search to cards rejected because of wrong system codes. When an
"S" occurs, it could possibly be dueto the use of acard from another system, or due
to an improperly inserted or damaged card. If numerous"S" transactions occur
from any one reader, it is probably an indication that the reader is in need of
calibration.

If left "blank" the search will be limited to only valid authorized transactions.
» "V" isfor al transactions not limited by any exceptions.

SEARCHING BY READER LOCATION

Enter a reader module location code to limit the search to transactions from that
onelocation. If youwant to search for transactionsfrom 2 or more specific readers,
you may do so by conducting the search from the Transaction Audit screen (F7).

SEARCHING BY MEMORY CODE
For cardholder searches by memory code.

SEARCHING BY TEXT

Searches may be conducted by exact match, or by random character string. If the
character location of the text being searched is unknown, choose N (no) for Exact
Match, and the program will find every entry with the specified characters no
matter where in text they may be. For example, entering the characters "on" will
produce a list of transactions that might include:

Don Jackson
Billy Johnson
Bonnie Badilla
Bob Pearson
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If exact match isspecified, nothing would befound unlessthe characters"on" were
typed @ positions 10 and 11. The computer would then find Jackson and Pearson
only because the other two have names with other charactersin positions 10 and
11

If department numbers always occupy thefirst four characters, than a search of all
department 1234 activity would not accidentally pick up transactionsfor someone
in department 5678 but whose license number isABC1234. If you did not specify
an exact match, then that transaction would be included.

INITIATING THE SEARCH

Once the search parameters have been specified, press Function key 6 or 10 and
select the file to be searched. As noted on the Input/Output screen, transactions
stored to the hard drive use the file name: TCLOG.DTA. If you are searching a
file that has been backed-up to floppy, simply specify the drive and file name.

The actual search provides an opportunity to concurrently display, print out, and/
or to storethe search on afloppy. Inaddition, you can send the datato adBasefile
that has been predefined to accept the data.

If periodic backups are saved to the same disk and to the same file, the newest
information will write over the previousfile. Thisisaquick way of keeping your
backup current. Thebackup file name can simply remain on the screen asadefault.

dBase EXPORT

dBase Export is a utility that lets you populate a predefined dBase file with
transactions recorded by the access control system. Transferring the transactions
will append the existing D-Base file.

The information to be transferred can be selected and filtered just like any other
search. Thereforeit isagood ideato view the search before actually making the
transfer.

The first step is to define a dBase file into which you want to transfer the
transactions. The following are the fields together with the field lengths:

FIELD CHARACTERS DESCRIPTION FIELD LENGTHS

DAY 2 DAY OF THE WEEK
DATE 8 DATE

TIME 8 TIME

STATUS 1 VOID, VALID, ALARM
MOD 2 MODULE CODE

FAC 4 FACILITY CODE
MEM 40R5 MEMORY NUMBER
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ALARM 4 ALARM ADDRESS
ALARM_STAT 12 ALARM STATUS
NAME 32 CARDHOLDER TEXT

Y ou may label your fields in the dBase file with any name you desire. Normally
all fields will be defined as "character fields' even though they may contain
numbers. Consult your dBase manual for field types.

For fuel dispensing applications, the FACfield isused to record the number of fuel
unitsdispensed. Thereforeitisagood ideato definethat field asa"numeric field"
in the dBase program so that calculations can be made.

After a dBase file is defined, enter the access control program and select
FUNCTION 9. Set the search criteriaand view the results of the search to insure
that iswhat you want exported. After viewing theinitial search, pressthe F6 key
(1/0). Select Y (yes) for "Write to dbase File:"

While the cursor is onthe "Y", select F6 to bring up screen S024. Here is where
you tell the program what you have named each field. Simply enter thefield names
you have selected for your dbasefile.

To initiate the export functions, simply pressthe F10 key. The program will now
populate your dbase file, and if data already existsin thisfile, it will append it.

SEARCHING THE TEXT DATA BASE
Press the F3 key from the Management Package opening screen to search the
computer's current text data base.

This feature permits a rapid text search and displays and/or prints a list of
cardholders in memory code order of all entries matching the entered search
criteria. If nosearch criteriaisentered, then every entry containing at least onetext
character isdisplayed. If cardholder memory codeshave been entered without text,
they will not be displayed.

TRANSACTION AUDITING (F7 Key)

Nesting Enforcement-Cardholders Present

Transaction auditing provides instant reports of controlled parking "nesting"
violations, and will provide instant verification of cardholders present. In both
cases, the controlled areas must be equipped with card readers at both entrance and
exit locations.

NESTING ENFORCEMENT
Nesting is aterm which refersto special rate parking areas. Nesting enforcement
isamethod used to assure that special rate parkers actually park inthe special rate
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area (nest), and not in regular parking aress.

The program is designed to audit the length of time a parker remainsin aregular
parking area. If the time exceeds the customer's specified grace period, it is
assumed that the special rate parking criteria has been violated.

A parker must exit the regular parking area by entering the special rate area (nest),
or exiting the entire parking facility before the grace period in order to avoid
detection as a nesting violator.

Designating Special Rate Parkers In The Data Base

Cardhol ders subject to special rate restrictions should be identified by aword or a
symbol typed into the text data base. Always use the same character location for
this designator. For example, a"*" in the first character position could delineate
aspecial rate parker. If there are several categories of special rate parkers, other
characters could be used aswell. Be careful not to use the designated character for
other none restricted parkers. In other words, if the character "W" is used in the
first character position to delineate a certain group of parkers, any cardholder with
a"W" in the first position would be assumed to be a special rate parker, like
"William Smith".

Entrance-Exit Definitions
For the purposes of Nesting Enforcement only:

An entrancelocation is any gate which permits entry into the regular parking area.
It could be agate from outside the parking lot, or it could be agateleaving aspecial
rate area (nest) which enters the regular parking area.

Anexit locationisany gate that exitstheregular parking area. It could bethemain
parking lot exit, or it could be a gate which permits entry to the special rate area.

RUNNING A NESTING ENFORCEMENT REPORT

To set the parametersfor anesting report, enter the date of thereport, or leave blank
for today'sactivity. For time, itisbest to specify the start time as 0000, and the end
time 2400.

Enter the grace period in minutes. This period can be changed at will, and should
be adjusted to reflect a reasonable transition time from the main entrance to the
specia rate area. One way to establish this figure would be to run several reports
using different grace periodsto determine atypical transit time. If 5 minutespicks
up too may violations, try 10 etc.

The Access Transaction Status should be |eft blank.
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Text string to search should contain the designated special rate parking character
symbol such as"*". Y ou can also enter the name of any cardholder if you want to
check for nesting violations of just that person.

Enter YES"Y" to exact match.

Finally, enter the reader module code of the Entrance Locations, and the Exit
Locations.

These parameters will remain unless changed, providing instant verification of
nesting violations with only afew key strokes.

To run thereport, pressthe F10 Function Key, set the prompts, and hit the F10 key
again.

To inspect the entire pattern of a nesting violator, smply hit the F5 Key which
returns you to the Transaction Management screen. Enter the person's name, then
hit F10 to see that person's complete entry/exit record.

CARDHOLDERS PRESENT
Itispossibleto quickly establish which cardholders arein afacility provided both
entrances and exits are controlled with card readers.

From the TRANSACTION AUDITING main screen, simply use a grace period
greater than the number of minutes remaining in the work day, such as 600. If a
cardholder has not exited before that time, his name will appear.

dBase IMPORT

This utility lets you import cardholder information from another dBase file.
Although the Import utility contained in this program is limited to the industry
dBase Il standard, most other database programsinclude a conversion utility that
cansavethedatato dBasesothat it can beimportedinto theaccesscontrol program.

The access control software is able to import all information necessary to
completely programindividual sinto the system. Thisincludescard number, name,
and security level assignments.

To use the dBase Import feature, select FUNCTION 9 from the Function Menu or
"B" from the ACTION WINDOW. Then press the F3 key (CARD). Select F7
(import).

Now simply enter the path and name of your dBase. Enter the name of the field
fromwhich the card memory number isto be imported, and the name of thefield
from which the cardholder's name is to be imported. If you would also like to
program cardholdersinto specific security levels, enter the name of the fields that
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contain these levels. Press F10 to start the import.

If you are maintaining your cardholder database in an external database program,
you can configure the access control system to automatically import the data
whenever changes are made. See Dbase Memory Management.

SPACE COUNT REPORTS (F8)

Each time the status of a counter changes, the new count islogged to the hard disk
(TCLOG.DTA). Theday, date, time, counter number, counter status, and counter
text description arerecorded. Thisdatacan beretrieved intwo ways, adaily (hour
by hour) printed report, or a display of chronological log entries which can be
displayed or printed by counter, and/or specified dates and times. Thus, the status
of any counter can be recalled at a future date, displayed, printed, or written to a
disk file.

Daily Report

When you select the F8 key thefirst time, the daily (hour by hour) set up screenis
displayed. Each column may be defined to display a specific value. For example,
COL 1 might display the highest count within each hour, or the“ high water mark”
for that hour. COL 2 might simply reflect the up counts. There are four available
values, and each of the four may be displayed in different ways:

If you want the highest value of the counter within each one hour period, you may
enter either:
HIGHEST, or MAXIMUM

If you want al the up counts that occurred within each one hour period, you may
enter either:
UP COUNT, INCREMENTS, or ENTRIES

If youwant all thedown countsthat occurred within each one hour period, you may
enter either:
DOWN COUNTS, DECREMENTS, or EXITS

If you want to know what the value of a counter was at the beginning of any one
hour period, enter either: STARTING, or BEGINNING COUNT
Toruntheprinted report, simply enter thereport dateand hit the F10 key to execute.
Thisis a printed report only, and cannot be displayed.

If you have entered text descriptionsin the counter setup FUNCTION 4.2) and you
have saved these descriptions (FUNCTION 3.3), they will automatically be
displayed on the setup screen.

Counter StatusL og Reports
To retrieve counter activity from the hard disk log, select FUNCTION 9, and hit
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the F8 key twice. Enter the start time and date, and the stop time and date of the
activity you want to review. Select the counter you want to examine, or leave it
blank to view the chronological status of all counters. Y ou may view the report,
print it, or send it to a disk file.

D: dBASE MEMORY MANAGEMENT Functions ("B" Hot Key)

(Not available for 9 digit systems)

There are two ways to program and maintain the access control cardholder
database; internally by using the programming utilities located in FUNCTION 3,
or externally from adBasefile. When you useinternal programming, changesyou
make go directly from the keyboard into the "PC"s memory as you make them.
When you use a dBase program , the changes you make take place in an external
database and are actually imported into the access control systemwhenyou exit the
dBase program. With certain precautions, you may program the system both
internally and externally without restriction.

This section explains exactly how the dBase Memory Management feature works.
If you are using both the internal and external programming utilities, it is
extremely important to understand how they both function with respect to one
another.

External Programming: Pressing The "B" key from the ACTION WINDOW
takes you to a dBase screen where you can enter and maintain your cardholder
database. This built-in database contains fields that you can relabel to reflect the
information about each cardholder that you would like to maintain in the system.
Y ou have the option when exiting this databaseto all ow the datato beimported and
saved to the access control system automatically. Y ou can use the same database
to program the Smart Cartridge program as well.

If youhaveyour owndBasel |l compatibledatabase program, you can configurethe
system so that the dBase Memory Management feature takes you directly to your
dBase program. Y ou also have the option when exiting that database to alow the
data to be imported and saved to the access control system automatically.

If you choose not to maintain the access control system from your own dBase
program, you still may import the datainto the access control system by using the
import utility located in FUNCTION 9, F3, F7.

The built-in database is an actual dBase program containing the basic functions
necessary to enter data, search, add, and deleterecords. Itisnotintendedto emulate
a full featured database program containing high end dBase functions. But,
because it isin fact adBase |1l compatible program, you can easily perform high
end dBase functions using any of several available commercia programs such as
dBase 11, and Clarion Report Writer. These third party programs let you index,
sort, filter, and create displayed and printed reports based on any combination of
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parameters.

Toillustrate the simplicity and power of such utilities, this program includesthree
database reports created in Clarion Report Writer. Once you have populated your
databasewith cardholder information you can try thesereports. Instructionsfollow
later in this section.

It is very important to recognize that the dBase Memory Management feature is
intended to provideconvenient accessto dBaserecords, and to automatethe process
of importing and saving this data into the access control system in one step. Itis
in fact an external dBase file that is not an interactive part of the access control
program. For this reason, data contained in the dBase file may not necessarily
reflect the programming status of the access control program if both internal, and
external programming functions are utilized.

You may for example want to initialize your access control system quickly by
validating every cardholder in one or more levels using the internal programming
routines. Thisgetsthesystem goingimmediately givingyou plenty of timetobegin
the process of entering individual cardholder data. Once you have entered all the
cardholder information into the dBase program, you can now import it into the
access control system, but you will first need to clear the system's memory so that
after the import, it reflects only the programming parameters contained in the
dBasefile.

This operation takes only seconds to do:

Enter FUNCTION 3.1 or hitthe"B" Hot Key. Select Routine 1, F2 for All Levels,
F3 for all cards. Type VOID to remove every card from the system.

Now enter dBase Memory Management, answer yestoimport upon exiting. When
you exit the dBase file, the internal memory will be programmed to match every
record in the database. Any cardholder not in the dBase file will be void.

The dBase Memory Management feature performsthe following import functions
for each record:

1. Program acardto be VALID in every security level. (Type VALID intheAll
field)

2. ProgramacardtobeVOID inevery security level. (TypeVOID intheAll field)
3. Add or delete any combination of 10 security levelsat atime. (Level fields). The
All field must be blank.

The All field (VOID OR VALID) is intended for instant action. |f you want to
remove a card instantly without modifying the cardholder's record, typing VOID
in that field will remove the card from the system regardless of what other levels
might be entered aboveit. Thesameistruefor theuseof VALID. Onceacard has
been voided from the system, it is strongly recommended that you use the Delete
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Setting Up The Access System to Accept Imported Data

In order for the access system to import data from an external dBasefile, it needs
to know the names of the fields containing the data. If you are using the built-in
database, the setup screen already reflectsthe correct information so you can begin
entering data immediately by selecting dBase Memory Management. If you are
using your own database, you must change the Import setup screen to reflect your
filenameandfield descriptions. Tosetthisup, select FUNCTION 9, F3, F7 Import.
The setup screen shows the information required for the built-in default database.

S031 CARD TEXT INFORMATION
dBASE File Import Parameters
Name of dBASE File: CARDS.DBF

dBASE Field Name for:

Internal Card Memory Code. MEMORY_NO
Card Text.....cooveunee. NAME

Card Level Programming (up to 10 names)
01... COM1LVLOl 06.. COM1LVL06
02... COM1LVL02 07..COMI1LVLO7
03.. COM1LVLO03 08..COM1LVLO08
04.. COM1LVL0O4 09.. COM1LVL09
05.. COM1LVLO5 10..COMI1LVLI10
All Levels VALID/VOID.... COM1ALL

Shown in bold are the actual field names in the database from which the access
control program extractsthedata. If you are using another databasewith adifferent
file name, and different field names, then you need to change this setup screen to
reflect those names.

If you are using the same database to program both the "PC" system software, and
the Smart Cartridge Software, you can define the Smart Cartridge set up screen
exactly as above if the two memory configurations are identical. If the Smart
Cartridge software has different security level definitions, then you must use
different level fields for the Smart Cartridge. The built-in database contains
additional fieldsfor this purpose, and they must be defined in the Smart Cartridge
software under FUNCTION 9, F3, F7.. They are labeled COM2 LVLO1-
COM2LVLELO0. TheALL fieldislabeled COM2ALL. Y oucanmodify thedisplay
formto reflect these changes using DOS Editor. Thedisplay formislocated inthe
access control directory, and is named CARD1.FOR.

When both the PC and Smart Cartridge software are managed from the same
database, the import will occur separately from each program. In other words,
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when you arein the PC program, only the PC recordswill beimported. To besure
that the Smart Cartridge database receives the information, you need to bring up
that program, select FUNCTION D:, answer yes to import, and then exit FUNC-
TION D in order to import the data into the Smart Cartridge program.

Oncethe configuration information is correct, you may now returntothe ACTION
WINDOW and select D: dBBASE MEMORY MANAGEMENT Functions. You
will be asked at this point whether or not you want the data you add or change to
be automatically imported into the access control system. If you select no, the
automatic import will not occur when you Escape out of dBase Memory Manage-
ment. If you respond with a"Y", your dBase file will be imported into the access
controls system in its entirety.

Themanner inwhich the datafieldsarelaid out may be modified by using any text
editor. Current versions of DOS contain a text editor. You may rearrange the
location of fields, and you may changethefieldlabels. Thenameof thedefaultform
is CARD1.FOR. If you plan to edit this display form, it is best to load it in DOS
Editor, and then save it as CARD2.FOR so that you can experiment without
changing the default form. The F2 key allows you to select which display form to
use, So you can create as many different forms as you wish to make data entry and
interrogation more convenient..

Using dBase M emory M anagement

The following explains the use of the Function Keys located at the bottom of the
screen:

FUNCTION KEY F1: Cancelsany changesyou have madeto the datathat has not
been saved. If no changes have been saved, this key exits dBase Memory
Management.

FUNCTIONKEY F2: Selectthename of the databaseto beviewed, and thedisplay
form. The default database will be CARDS.DBF. The default display form is
CARD1.FOR.

As previously noted, you can modify the field names on any form by using a text
editor. When you display the formin atext editor, you will notice two references
toeach field. Thefirstisthe nameyou wish displayed for that field, and the name
in bracketsisthe name of the field as defined in the database. The name you wish
displayed for afield shows on the form, and the location on the form that the field
name appearswill be substituted for the actual datayou have enteredinto thefield.
For example, theformwill show NAME: [NAME]. Thefield nameinthebrackets
tell the database where to display the data you have entered. The word NAME
simply provides the label for the data. Y ou can edit the word name and replace it
with CARDHOLDER if you wish. The new form when viewed by a text editor
would appear likethis: CARDHOLDER: [NAME]. Thefield namestaysthesame.
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FUNCTION KEY F3: Takesyou to thefirst record in the database, or if you are
usingthe F9filter feature, it takesyouto thefirst record that meetsthefilter criteria.

FUNCTION KEY F4: Allowsyouto DELETE and UN-DELETE arecord. If the
record is deleted, the datait contains will be ignored by the access control system,
but the record will still bevisiblefor future reference and can be found in asearch.
If you delete this record because the individual to whom it belonged is to be
cancelled permanently, you can use the same record for someone new. It is
advisable to delete records that have been voided. This will increase the import
processing time since the system will not have to repeat the voiding process every
time an import occurs.

FUNCTION KEY F5: Takesyou to the previousrecord, or if you are using the F9
filter feature, it takes you to the prior record that meets the filter criteria.

FUNCTION KEY F6: Takesyou tothenext record, or if you are using the FO filter
feature, it takes you to the next record that meets the filter criteria.

FUNCTION KEY F7: Takesyou to the last record in the database, or if you are
usingthe FO filter feature, it takesyouto thelast record that meetsthefilter criteria.

FUNCTION KEY F8: Creates a blank record into which you can add a new
cardholder.

FUNCTION KEY F9: Takesyou to ablank record into which you can enter filter
values. If you placethecursorinthe VEHICLE field, only recordsinthat field will
befiltered. If you enter FORD, you will be taken to thefirst record in the database
with the word FORD in that field. If you hit the F6 Key, you will be taken to the
next record that meetsthe criteriaand so on. To cancel thefilter, hit F9, and again
select FO for all.

So locating records in your database issimple. You can find arecord by virtually
any search valueyou choose. If youwant to pull up arecord for card serial number
8974, simply select F9:, and enter 8974 in the serial number field.

FUNCTION KEY F10: Should be used to save changes and additions asyou make
them. The F10 KEY isalso used to execute a search after having entered afilter
value.

Adding Records To Your Database

To add cardholder records, you can type over an existing record if it is no longer
in the system, or hit FUNCTION Key F8 to add a new record.

1. The NAME field contains 32 characters. Whichever 32 characters you place
;nmthlsﬂeld WI|| be dlsplayed on the Taly Iog each tlme the card is used
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